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GNI ASSESSMENT TOOLKIT-APPENDIX IV

Category GNI Principle Matching IG Item(s)

2.1 Participating companies will 
respect and protect the freedom of 
expression of their users by seeking 
to avoid or minimize the impact of 
government restrictions on freedom 
of expression, including restrictions 
on the information available to users 
and the opportunities for users to 
create and communicate ideas and 
information, regardless of frontiers 
or media of communication.

2.4: Consistent with the UN Guiding Principles on Business and Human Rights, and 
considering international human rights standards, participating companies will carry out 
human rights due diligence to identify, prevent, evaluate, mitigate and account for risks to the 
freedom of expression and privacy rights that are implicated by the company’s products, 
services, activities and operations.
3.2: When required to restrict communications, or remove content, or to provide personal 
information to government authorities, participating companies will:

• (a) Require that governments follow established domestic legal processes when they 
are seeking to (1) restrict freedom of expression or (2) access personal information.

• (b) Request clear written communications from the government that explain the legal 
basis for government restrictions to freedom of expression and government demands 
for personal information, including the name of the requesting government entity and 
the name, title and signature of the authorized official.

• (c) Keep - where the law permits verbal demands and in emergency situations, when 
communications will be oral rather than written -, records of these demands.

• (d) Interpret government restrictions and demands so as to minimize the negative 
effect on freedom of expression.

•  (f) Narrowly interpret the governmental authority’s jurisdiction so as to minimize the 
negative effect on freedom of expression.

3.3: When faced with a government restriction or demand that appears overbroad, unlawful, 
or otherwise inconsistent with domestic laws or procedures or international human rights 
laws and standards on freedom of expression or privacy, participating companies will in 
appropriate cases and circumstances:

• (a) Seek clarification or modification from authorized officials of such requests;
• (b) Seek the assistance, as needed, of relevant government authorities, international 

human rights bodies or non-governmental organizations; and
• (c) Challenge the government in domestic courts.
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2. Freedom of 
Expression

2.2 Participating companies will 
respect and protect the freedom of 
expression rights of their users 
when confronted with government 
demands, laws and regulations to 
suppress freedom of expression, 
remove content or otherwise limit 
access to information and ideas in a 
manner inconsistent with 
internationally recognized laws and 
standards.

2.4: Consistent with the UN Guiding Principles on Business and Human Rights, and 
considering international human rights standards, participating companies will carry out 
human rights due diligence to identify, prevent, evaluate, mitigate and account for risks to the 
freedom of expression and privacy rights that are implicated by the company’s products, 
services, activities and operations.
3.1: Participating companies will:

• (c) Adopt policies and procedures which set out how the company will assess and 
respond to government demands for restrictions to communications or access to 
content, or disclosure of personal information. 

• (d) These policies and procedures will also address how the company will respond in 
instances when governments fail to provide a written directive or adhere to domestic 
legal procedure. They will also include a consideration of when to challenge such 
government restrictions and demands.

3.5: Participating companies will seek to operate in a transparent manner when required by 
government to restrict communications or access to content or provide personal information 
to governments. To achieve this, participating companies will:

• (a) Disclose to users in clear language the generally applicable laws and policies 
which require the participating company to remove or limit access to content or 
restrict communications or provide personal information to government authorities.

• (b) Disclose to users in a clear manner the company’s policies and procedures for 
responding to government restrictions and demands to remove or limit access to 
content, restrict communications or provide personal data.

• (c) Give clear, prominent and timely notice to users when access to specific content 
has been removed or blocked by the participating company or when communications 
have been limited or stopped by the participating company due to government 
restrictions. Notice should include the reason for the action and state on whose 
authority the action was taken.

• (d) Disclose to users in clear language what personal information the participating 
company collects, and the participating company’s policies and procedures for 
responding to government demands for personal information.

• (e) Assess on an ongoing basis measures to effectively support transparency with 
users, regarding the company's data collection, storage, and retention practices.

Category GNI Principle Matching IG Item(s)
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3.1 Participating companies will 
employ protections with respect to 
personal information in all countries 
where they operate in order to 
protect the privacy rights of users.

2.4: Consistent with the UN Guiding Principles on Business and Human Rights, and 
considering international human rights standards, participating companies will carry out 
human rights due diligence to identify, prevent, evaluate, mitigate and account for risks to the 
freedom of expression and privacy rights that are implicated by the company’s products, 
services, activities and operations.
3.1(c): Participating companies will adopt policies and procedures which set out how the 
company will assess and respond to government demands for restrictions to communications 
or access to content, or disclosure of personal information. 
3.2: When required to restrict communications, or remove content, or to provide personal 
information to government authorities, participating companies will:

• (a) Require that governments follow established domestic legal processes when they 
are seeking to (1) restrict freedom of expression or (2) access personal information.

• (b) Request clear written communications from the government that explain the legal 
basis for government restrictions to freedom of expression and government demands 
for personal information, including the name of the requesting government entity and 
the name, title and signature of the authorized official.

• (c) Keep — where the law permits verbal demands and in emergency situations, 
when communications will be oral rather than written — records of these demands.

• (e) Narrowly interpret and implement government demands that compromise privacy.
• (g) Narrowly interpret the governmental authority’s jurisdiction to access personal 

information, such as limiting compliance to users within that country.

Category GNI Principle Matching IG Item(s)
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3. Privacy

3.2 Participating companies will 
respect and protect the privacy 
rights of users when confronted with 
government demands, laws or 
regulations that compromise privacy 
in a manner inconsistent with 
internationally recognized laws and 
standards.

2.4: Consistent with the UN Guiding Principles on Business and Human Rights, and 
considering international human rights standards, participating companies will carry out 
human rights due diligence to identify, prevent, evaluate, mitigate and account for risks to the 
freedom of expression and privacy rights that are implicated by the company’s products, 
services, activities and operations.
3.1(d): Participating companies [will adopt policies and procedures that] will also address 
how the company will respond in instances when governments fail to provide a written 
directive or adhere to domestic legal procedure. They will also include a consideration of 
when to challenge such government restrictions and demands.
3.5: Participating companies will seek to operate in a transparent manner when required by 
government to restrict communications or access to content or provide personal information 
to governments. To achieve this, participating companies will:

• (a) Disclose to users in clear language the generally applicable laws and policies 
which require the participating company to remove or limit access to content or 
restrict communications or provide personal information to government authorities.

• (b) Disclose to users in a clear manner the company’s policies and procedures for 
responding to government restrictions and demands to remove or limit access to 
content, restrict communications or provide personal data.

• (c) Give clear, prominent and timely notice to users when access to specific content 
has been removed or blocked by the participating company or when communications 
have been limited or stopped by the participating company due to government 
restrictions. Notice should include the reason for the action and state on whose 
authority the action was taken.

• (d) Disclose to users in clear language what personal information the participating 
company collects, and the participating company’s policies and procedures for 
responding to government demands for personal information.

• (e) Assess on an ongoing basis measures to effectively support transparency with 
users, regarding the company's data collection, storage, and retention practices.

Category GNI Principle Matching IG Item(s)
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4.1 Participating companies will 
ensure that the company Board, 
senior officers and others 
responsible for key decisions that 
impact freedom of expression and 
privacy are fully informed of these 
Principles and how they may be 
best advanced.

2.1: The Board of Directors of a participating company is responsible for the strategic 
oversight of the company’s human rights practices, including with respect to all company 
activities and operations affecting freedom of expression and privacy.
2.2: The Board will receive and evaluate regular human rights reporting from management 
including on how the commitments laid out in the Principles are being implemented.
2.3: The Board or Senior Management will:

• (a) Review freedom of expression and privacy risks related to the company’s 
operations in a manner consistent with the company’s overall approach to risk 
management.

• (b) Carry out the company’s implementation of the Principles in a manner consistent 
with the safety and liberty of company personnel, including both employees and other 
persons working for a participating company.

• (c) Participate in appropriate freedom of expression and privacy risk training.
• (d) Establish clear instructions for when and how issues or problems affecting 

freedom of expression and privacy must be escalated to higher levels of the 
company.

2.4: Consistent with the UN Guiding Principles on Business and Human Rights, and 
considering international human rights standards, participating companies will carry out 
human rights due diligence to identify, prevent, evaluate, mitigate and account for risks to the 
freedom of expression and privacy rights that are implicated by the company’s products, 
services, activities and operations.
2.12: Participating companies will develop appropriate internal structures and take steps 
throughout their business operations to ensure that the commitments laid out in the 
Principles are incorporated into company analysis, decision making and operations.
2.13: Over time this will include:

Structure
• (a) The creation of a senior-directed, human rights function, including the active 

participation of senior management, to design, coordinate and lead the 
implementation of the Principles.

• (b) Ensuring that the procedures related to government demands implicating users’ 

Category GNI Principle Matching IG Item(s)
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4. 
Responsible 

Company 
Decision 
Making

4.2 Participating companies will 
identify circumstances where 
freedom of expression and privacy 
may be jeopardized or advanced 
and integrate these Principles into 
their decision making in these 
circumstances.

2.2: The Board will receive and evaluate regular human rights reporting from management 
including on how the commitments laid out in the Principles are being implemented.
2.3: The Board or Senior Management will:

• (a) Review freedom of expression and privacy risks related to the company’s 
operations in a manner consistent with the company’s overall approach to risk 
management.

• (b) Carry out the company’s implementation of the Principles in a manner consistent 
with the safety and liberty of company personnel, including both employees and other 
persons working for a participating company.

• (d) Establish clear instructions for when and how issues or problems affecting 
freedom of expression and privacy must be escalated to higher levels of the 
company.

2.4: Consistent with the UN Guiding Principles on Business and Human Rights, and 
considering international human rights standards, participating companies will carry out 
human rights due diligence to identify, prevent, evaluate, mitigate and account for risks to the 
freedom of expression and privacy rights that are implicated by the company’s products, 
services, activities and operations.
2.5: Human rights impact assessments and other due diligence processes should be 
ongoing, recognizing that the nature of the issues concerning freedom of expression and 
privacy may change over time as the company’s operations and operating context evolve 
and as the human rights landscape changes in any particular jurisdiction.
2.6: If human rights due diligence as described in Section 2.4 above identifies circumstances 
when freedom of expression and privacy may be jeopardized or advanced, participating 
companies will employ human rights impact assessments and develop effective risk 
mitigation strategies as appropriate. The following are situations where human rights due 
diligence has revealed the need for human rights impact assessments:

• (a) Reviewing and revising internal procedures for responding to government 
demands for user data or content restrictions in existing markets.

• (b) Entering new markets, particularly those where freedom of expression and privacy 
are not well protected.

Category GNI Principle Matching IG Item(s)
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4.3 Participating companies will 
implement these Principles 
wherever they have operational 
control. When they do not have 
operational control, participating 
companies will use best efforts to 
ensure that business partners, 
investments, suppliers, distributors 
and other relevant related parties 
follow these Principles.

2.4: Consistent with the UN Guiding Principles on Business and Human Rights, and 
considering international human rights standards, participating companies will carry out 
human rights due diligence to identify, prevent, evaluate, mitigate and account for risks to the 
freedom of expression and privacy rights that are implicated by the company’s products, 
services, activities and operations.
2.5: Human rights impact assessments and other due diligence processes should be 
ongoing, recognizing that the nature of the issues concerning freedom of expression and 
privacy may change over time as the company’s operations and operating context evolve 
and as the human rights landscape changes in any particular jurisdiction.
2.6: If human rights due diligence as described in Section 2.4 above identifies circumstances 
when freedom of expression and privacy may be jeopardized or advanced, participating 
companies will employ human rights impact assessments and develop effective risk 
mitigation strategies as appropriate. The following are situations where human rights due 
diligence has revealed the need for human rights impact assessments:

• (d) Reviewing the policies, procedures and activities of potential partners, 
investments suppliers and other relevant related parties for protecting freedom of 
expression and privacy as part of its corporate due diligence process.

• (f) Acquiring other companies or forming operational partnerships (e.g., joint 
ventures).

2.7:  The human rights impact assessments should be initiated early enough to inform the 
development of a new activity or relationship. They will be undertaken to different levels of 
detail and scope depending on the purpose of the impact assessment. However, participating 
companies should:

• (a) Prioritize the use of human rights impact assessments for markets, business 
partners and other relationships, technologies (products / services) where the risk of 
adverse human rights impacts to freedom of expression and privacy is most salient or 
where the potential to advance human rights is at its greatest.

• (c) Review the human rights risks and effects of not having operational control before 
entering or exiting joint ventures.

2.8: Participating companies will follow these Principles and Implementation Guidelines in all 
circumstances when they have operational control.

Category GNI Principle Matching IG Item(s)
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5. Multi-
stakeholder 

Collaboration

5.1: Participants will take a 
collaborative approach to problem 
solving and explore new ways in 
which the collective learning from 
multiple stakeholders can be used to 
advance freedom of expression and 
privacy.

2.7:  The human rights impact assessments should be initiated early enough to inform the 
development of a new activity or relationship. They will be undertaken to different levels of 
detail and scope depending on the purpose of the impact assessment. However, participating 
companies should:

• (b) Draw upon inputs from a variety of sources, including, for example, voices from 
inside the geography in question, human rights groups, government bodies, 
international organizations and materials developed as part of this multistakeholder 
process.

• (i) Demonstrate to external stakeholders consulted in the course of risk assessments 
that the findings are considered by senior management.

5.2: Individually and collectively, 
participants will engage 
governments and international 
institutions to promote the rule of 
law and the adoption of laws, 
policies and practices that protect, 
respect and fulfill freedom of 
expression and privacy. 

3.1: Participating companies will:
• (a) Encourage governments to be specific, transparent and consistent in the 

demands, laws and regulations (“government restrictions and demands”) that impact 
freedom of expression or the right to privacy, including e.g. restrictions of access to 
content or restrictions of communications, or demands that are issued regarding 
privacy in communications.

• (b) Encourage government restrictions and demands that are consistent with 
international laws and standards on freedom of expression and privacy. This includes 
engaging proactively with governments to reach a shared understanding of how 
government restrictions can be applied in a manner consistent with the Principles.

6.1: Participants will adhere to a 
collectively determined governance 
structure that defines the roles and 
responsibilities of participants, 
ensures accountability and 
promotes the advancement of these 
Principles.

2.1: The Board of Directors of a participating company is responsible for the strategic 
oversight of the company’s human rights practices, including with respect to all company 
activities and operations affecting freedom of expression and privacy.

Category GNI Principle Matching IG Item(s)
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6. 
Governance, 

Accoun-
tability and 

Transparency

6.2: Participants will be held 
accountable through a system of (a) 
transparency with the public and (b) 
independent assessment and 
evaluation of the implementation of 
these Principles.

3.5: Participating companies will seek to operate in a transparent manner when required by 
government to restrict communications or access to content or provide personal information 
to governments. To achieve this, participating companies will:

• (a) Disclose to users in clear language the generally applicable laws and policies 
which require the participating company to remove or limit access to content or 
restrict communications or provide personal information to government authorities.

• (b) Disclose to users in a clear manner the company’s policies and procedures for 
responding to government restrictions and demands to remove or limit access to 
content, restrict communications or provide personal data.

• (c) Give clear, prominent and timely notice to users when access to specific content 
has been removed or blocked by the participating company or when communications 
have been limited or stopped by the participating company due to government 
restrictions. Notice should include the reason for the action and state on whose 
authority the action was taken.

• (d) Disclose to users in clear language what personal information the participating 
company collects, and the participating company’s policies and procedures for 
responding to government demands for personal information.

• (e) Assess on an ongoing basis measures to effectively support transparency with 
users, regarding the company's data collection, storage, and retention practices.

Category GNI Principle Matching IG Item(s)


