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1. The Global Network Initiative (GNI) welcomes the opportunity to provide written
evidence to the Communications Data Bill Joint Scrutiny Committee. We have three
specific concerns that we detail in our submission:

a) Broadening the collection and retention of new data on anyone in the UK
using communications services;

b) The assertion of jurisdiction over non-UK based communications service
providers when services are accessed in the UK;

c) A reserve power that would empower the Home Secretary to require UK
providers to capture and retain data (specifically and only for law enforcement
purposes) if requirements to capture and retain data cannot be directly
imposed on a non-UK provider.

2. GNI is a multi-stakeholder group of companies, civil society organizations
(including human rights and press freedom groups), investors and academics, who
have created a collaborative approach to protect and advance freedom of expression
and privacy in the Information Communications and Technology (ICT) sector. GNI
has developed a set of Principles and Implementation Guidelines to guide
responsible company action when facing requests from governments around the
world that could impact on the freedom of expression and privacy rights of users.
These Principles and Implementation Guidelines are based on international human
rights standards and are attached to this written evidence in Appendix A. Appendix B
has a full list of participants and observers of GNI.

3. It is the duty of governments to respect, protect, promote and fulfil human rights,
including to ensure that national laws, regulations and policies are consistent with
international human rights laws standards. GNI acknowledges the duty of a
government to protect its citizens and public safety. It is right that governments
consider how the changing communications landscape impacts policing operations
and efforts to protect national security. However, the approach taken must reflect the
few and limited circumstances within the Universal Declaration of Human Rights that
provide for the limitation of these rights. Finding the right approach is not easy,
particularly in the global, complex, and constantly evolving ICT sector.

4. No other democratic nation has proposed the approach set out in this Bill. The UK
plays an important leadership role in the development of international legal standards
and has far reaching influences on policy thinking generally. This includes the
development of policy and legal frameworks relating to communications technology
and the protection of human rights. For example, the UK used its convening power to
assemble government, industry and civil society representatives to the London
Conference on Cyberspace in October 2011, the first gathering of its kind that
brought together the cyber-security community with the human rights community.’

' For more information see http://www.fco.gov.uk/en/global-issues/london-conference-cyberspace!/.
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The UK also engaged early to help form an international coalition of governments
now working together on freedom of expression on the Internet.?

5. There are very active debates internationally on the future of Internet governance.
Several proposals, including one at the UN General Assembly for a code of conduct
on information security are indicative of efforts by repressive regimes to exert a
greater degree of control over the Internet. This could include placing greater
requirements on companies.’

6. Whilst these broader issues are outside the direct scope of the UK
Communications Data Bill, they demonstrate the wider international context within
which the draft Bill sits. We urge the Committee to consider the global context in its
scrutiny of the draft Bill and be mindful of possible unintended consequences that
could undermine the UK’s ability to support and further freedom of expression and
privacy rights internationally. We would suggest it is not in the broader interests of
the UK to initiate legislation that could give authoritarian regimes justification for their
approach.

Specific comments on the Communications Data Bill

7. The Bill broadens the collection and retention of new data on anyone in the
UK using communications services. This includes requirements to generate
data—not required for business purposes and not routinely collected by providers—
specifically and only for the purpose of law enforcement access. This provision goes
beyond the existing requirements under the Regulatory and Investigatory Powers Act
(RIPA) and the EU’s Data Retention Directive.

8. This aspect of the Bill could set a powerful precedent for repressive regimes to
follow when seeking to justify surveillance on their own populations. Regimes
attempt to claim legitimacy for their actions when they are able to point to similar
requirements, even if only in the form of policy statements or draft legislation, in
leading democratic nations. An example of exactly this type of reaction came from
China in response to statements made in Parliament by the Prime Minister David
Cameron in the days following the riots in 2011 around the need to consider placing
limits on social networks and allowing greater government access to user
communications in certain circumstances.*

9. This is an enabling Bill that would require secondary legislation or Notices/Orders
to be fully implemented. It is not clear whether secondary legislation or Orders,
including those that would specify the data sets to be collected, would be made
public. These details should be made available so that stakeholders and Parliament
can make proper assessments about proportionality and the impact of the
Government’s proposals.

10. Technological advances are also blurring the distinction between
communications data and content that is at the heart of this Bill. For example, the
URL for a web address can provide considerable access to information about the
type of content the user is viewing. Stakeholders must be reassured that

% See “Freedom Online: Joint Action for Free Expression on the Internet”, The Hague, 9 December 2011, available at
http://www.minbuza.nl/binaries/content/assets/minbuza/en/the_ministry/declaration-final-v-14dec.pdf.

® “International Code of Conduct for Information Security” presented to UN General Assembly 12 September 2011,
http://news.dot-nxt.com/2011/09/13/china-russia-security-code-of-conduct.

* Global Times, “Riots lead to rethink of Internet freedom”, 13 August 2011, available at
http://www.globaltimes.cn/NEWS/tabid/99/article Type/Article View/articleld/6707 18/Riots-lead-to-rethink-of-Internet-

freedom.aspx.
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communications data could be reliably extracted without also disclosing content.
Taken alongside the expanded scope of data collection for anyone using
communications services in the UK this must be considered when assessing the
proportionality of the proposals.

11. The assertion of jurisdiction over non-UK-based communications service
providers when services are accessed in the UK is problematic. Companies
considering the provision of services in markets where free expression and privacy
rights may be at risk may consider ways to manage and operate their services to
mitigate human rights risks. This is one of the requirements in GNI's Principles. It is
also consistent within the UN Protect, Respect and Remedy framework and Guiding
Principles.” We have seen worrying trends in legislative proposals in a range of
countries that hold intermediaries liable for the activities of their users in ways that
could have serious implications for free speech. One example is the draft Internet
decree by the Government of Vietnam that places requirements on foreign providers
not located in Vietnam to collaborate with the government in the filtering of a wide
variety of information such as that which could “undermine the fine customs and
traditions of the nation”. Whilst filtering requirements and retention of
communications data are not analogous, assertions of jurisdiction are. The draft Bill
could provide unintended justification for actions by other governments. The UK
Government should consider these consequences, including the impact of laws
enacted in other jurisdictions on the privacy rights of UK citizens as it prepares this
legislation.

12. Even if other jurisdictions do not enact similar or contrary laws, UK citizens’ data
could still be at jeopardy. Once other governments become aware of the storage of
this additional communications data, law enforcement entities in other jurisdictions
will seek to obtain it as well. If ICT companies are required to obtain and retain
communications data for UK residents law enforcement entities in other jurisdictions
could have a legitimate claim to seek access to it. Non-UK law enforcement entities
may either try to obtain it through UK law enforcement or by exerting pressure on
companies to release the data without UK cooperation.

13. A reserve power proposed in the Bill would empower the Home Secretary
to require UK providers to capture and retain data (again, specifically and only
for law enforcement purposes) if requirements cannot be directly imposed on a
non-UK provider. Setting aside the technical challenges of whether this can be
done, there are two specific problems. First, this requirement could have the effect of
increasing pressure on non-UK providers to cooperate with law enforcement in
informal, voluntary agreements. In contrast, GNI's Implementation Guidelines commit
companies to encourage governments to be “specific, transparent and consistent in
the demands, laws, and regulations” they issue. Secondly, although we understand
the challenge that law enforcement faces in regard to accessing communications
data in a timely fashion, proposals to address this issue should begin with existing
processes. If processes such as mutual legal assistance treaties (MLATSs) are
insufficiently fleet of foot, then government should initiate a concerted effort to review
and improve them. This would be a far more proportionate response to the legitimate
concern that data may not be available by the time a lawful request is served on a
provider. In June 2012 a GNI commissioned report recommended that access to
data tr61rough the MLAT process needs to be made more efficient, with safeguards in
place.

® UN Guiding Principles on Business and Human Rights: Implementing the United Nations 'Protect, Respect and
Remedy' Framework", available at http://www.business-humanrights.org/SpecialRepPortal/Home/Protect-Respect-
Remedy-Framework/GuidingPrinciples.

® lan Brown and Douwe Korff, “Digital Freedoms in International Law: Practical Steps to Protect Human Rights
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Conclusion

14. As it considers this legislation, the committee has an opportunity to guide
government on how the legitimate needs of law enforcement can be consistent with
international human rights standards. It has the opportunity to develop an approach
that would serve as a worthy model for other countries. The draft Bill does not
succeed in this respect. We recommend that more time be taken and revisions
considered to ensure that the rights of individuals are respected, so as to shape a
regime that the UK would be comfortable having copied by other governments.

Online”, June 2012, available at http://www.globalnetworkinitiative.org/news/new-report-outlines-recommendations-
governments-companies-and-others-how-protect-free.
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1. Preamble

These Principles on Freedom of Expression and Privacy (“the Principles”) have been developed
by companies, investors, civil society organizations and academics (collectively “the
participants”).

These Principles are based on internationally recognized laws and standards for human rights,
including the Universal Declaration of Human Rights (“UDHR”), the International Covenant on
Civil and Political Rights (“ICCPR”) and the International Covenant on Economic, Social and
Cultural Rights (ICESCR”).""

All human rights are indivisible, interdependent, and interrelated: the improvement of one right
facilitates advancement of the others; the deprivation of one right adversely affects others.
Freedom of expression and privacy are an explicit part of this international framework of human
rights and are enabling rights that facilitate the meaningful realization of other human rights."

The duty of governments to respect, protect, promote and fulfill human rights is the foundation of
this human rights framework. That duty includes ensuring that national laws, regulations and
policies are consistent with international human rights laws and standards on freedom of
expression and privacy.

Information and Communications Technology (ICT) companies have the responsibility to respect
and protect the freedom of expression and privacy rights of their users. ICT has the potential to
enable the exchange of ideas and access to information in a way that supports economic
opportunity, advances knowledge and improves quality of life.

The collaboration between the ICT industry, investors, civil society organizations, academics and
other stakeholders can strengthen efforts to work with governments to advance freedom of
expression and privacy globally.

For these reasons, these Principles and their accompanying Implementation Guidelines establish
a framework to provide direction and guidance to the ICT industry and its stakeholders in
protecting and advancing the enjoyment of human rights globally.

The participants have also developed a multi-stakeholder governance structure to ensure
accountability for the implementation of these Principles and their continued relevance,
effectiveness and impact. This structure incorporates transparency with the public, independent
assessment and multi-stakeholder collaboration.
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The participants will seek to extend the number of organizations from around the world supporting
these Principles so that they can take root as a global standard.

2. Freedom of Expression

Freedom of opinion and expression is a human right and guarantor of human dignity. The right to
freedom of opinion and expression includes the freedom to hold opinions without interference and
to seek, receive and impart information and ideas through any media and regardless of frontiers."

Freedom of opinion and expression supports an informed citizenry and is vital to ensuring public
and private sector accountability. Broad public access to information and the freedom to create
and communicate ideas are critical to the advancement of knowledge, economic opportunity and
human potential.

The right to freedom of expression should not be restricted by governments, except in narrowly
defined circumstances based on internationally recognized laws or standards.’ These
restrictions should be consistent with international human rights laws and standards, the rule of
law and be necessary and proportionate for the relevant purpose.” "

* Participating companies will respect and protect the freedom of expression of their users
by seeking to avoid or minimize the impact of government restrictions on freedom of
expression, including restrictions on the information available to users and the
opportunities for users to create and communicate ideas and information, regardless of
frontiers or media of communication.

* Participating companies will respect and protect the freedom of expression rights of their
users when confronted with government™ demands, laws and regulations to suppress
freedom of expression, remove content or otherwise limit access to information and ideas
in a manner inconsistent with internationally recognized laws and standards.

3. Privacy

Privacy is a human right and guarantor of human dignity. Privacy is important to maintaining
personal security, protecting identity and promoting freedom of expression in the digital age.

Everyone should be free from illegal or arbitrary interference with the right to privacy and should
have the right to the protection of the law against such interference or attacks.”

The right to privacy should not be restricted by governments, except in narrowly defined
circumstances based on internationally recognized laws and standards. These restrictions should
be consistent with international human rights laws and standards, the rule of law and be
necessary and proportionate for the relevant purpose.

* Participating companies will employ protections with respect to personal information in all
countries where they operate in order to protect the privacy rights of users.

* Participating companies will respect and protect the privacy rights of users when
confronted with government demands, laws or regulations that compromise privacy in a
manner inconsistent with internationally recognized laws and standards.

4. Responsible Company Decision Making
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The implementation of these Principles by participating companies requires their integration into
company decision making and culture through responsible policies, procedures and processes.

e Participating companies will ensure that the company Board, senior officers and others
responsible for key decisions that impact freedom of expression and privacy are fully
informed of these Principles and how they may be best advanced.

* Participating companies will identify circumstances where freedom of expression and
privacy may be jeopardized or advanced and integrate these Principles into their decision
making in these circumstances.

* Participating companies will implement these Principles wherever they have operational
control. When they do not have operational control, participating companies will use best
efforts to ensure that business partners, investments, suppliers, distributors and other
relevant related parties follow these Principles. ™ ™

5. Multi-stakeholder Collaboration

The development of collaborative strategies involving business, industry associations, civil society
organizations, investors and academics will be critical to the achievement of these Principles.

While infringement on freedom of expression and privacy are not new concerns, the violation of
these rights in the context of the growing use of ICT is new, global, complex and constantly
evolving. For this reason, shared learning, public policy engagement and other multi-stakeholder
collaboration will advance these Principles and the enjoyment of these rights.

* Participants will take a collaborative approach to problem solving and explore new ways
in which the collective learning from multiple stakeholders can be used to advance
freedom of expression and privacy.

* Individually and collectively, participants will engage governments and international

institutions to promote the rule of law and the adoption of laws, policies and practices that
protect, respect and fulfill freedom of expression and privacy.

6. Governance, Accountability and Transparency

These Principles require a governance structure that supports their purpose and ensures their
long term success.

To ensure the effectiveness of these Principles, participants must be held accountable for their
role in the advancement and implementation of these principles.

e Participants will adhere to a collectively determined governance structure that defines the
roles and responsibilities of participants, ensures accountability and promotes the
advancement of these Principles.

e Participants will be held accountable through a system of (a) transparency with the public

and (b) independent assessment and evaluation of the implementation of these
Principles.

Annex A: Definitions
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Freedom of Expression: Freedom of expression is defined using Article 19 of the Universal
Declaration of Human Rights (UDHR) and Article 19 of the International Covenant on Civil and
Political Rights (ICCPR):

UDHR: Everyone has the right to freedom of opinion and expression; this right includes
freedom to hold opinions without interference and to seek, receive and impart information
and ideas through any media and regardless of frontiers.

ICCPR: 1. Everyone shall have the right to hold opinions without interference.

2. Everyone shall have the right to freedom of expression; this right shall include freedom
to seek, receive and impart information and ideas of all kinds, regardless of frontiers,
either orally, in writing or in print, in the form of art, or through any other media of his
choice.

3. The exercise of the rights provided for in paragraph 2 of this article carries with it
special duties and responsibilities. It may therefore be subject to certain restrictions, but
these shall only be such as are provided by law and are necessary:

(a) For respect of the rights or reputations of others;

(b) For the protection of national security or of public order (ordre public), or of
public health or morals.

Privacy: Privacy is defined using Article 12 of the Universal Declaration of Human Rights
(UDHR) and Article 17 of the International Covenant on Civil and Political Rights (ICCPR):

UDHR: No one shall be subjected to arbitrary interference with his privacy, family, home
or correspondence, nor to attacks upon his honour and reputation. Everyone has the right
to the protection of the law against such interference or attacks.

ICCPR: 1. No one shall be subjected to arbitrary or unlawful interference with his privacy,
family, home or correspondence, nor to unlawful attacks on his honour and reputation.

2. Everyone has the right to the protection of the law against such interference or attacks.

Rule of Law: A system of transparent, predictable and accessible laws and independent legal
institutions and processes which respect, protect, promote and fulfill human rights.

Personal Information: Participants are aware of the range of definitions for “personal
information” or “personally identifiable information” and acknowledge that these definitions vary
between jurisdictions. These Principles use the term “personal information” and interpret this to
mean information that can, alone or in aggregate, be used to identify or locate an individual (such
as name, email address or billing information) or information which can be reasonably linked,
directly or indirectly, with other information to identify or locate an individual.

User: Any individual using a publicly available electronic communications service, for private or
business purposes, with or without having subscribed to this service.

Best Efforts: The participating company will, in good faith, undertake reasonable steps to
achieve the best result in the circumstances and carry the process to its logical conclusion.

Annex B: End Notes
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"It is recognized that other regional human rights instruments address the issues of freedom of
expression and privacy, including: The European Convention, implemented by the European Court of
Human Rights; the American Convention, implemented by the Inter-American Court of Human Rights
and Inter-American Commission; and the Organization of African Unity, implemented by the African
Commission on Human and People’s Rights.

"These Principles have also been drafted with reference to the World Summit on the Information
Society Tunis Agenda for the Information Society.

" It should be noted that the specific scope of these Principles is limited to freedom of expression and
privacy.

" Taken from Article 19 of Universal Declaration of Human Rights and Article of 19 of the International
Covenant on Civil and Political Rights. It should be noted that these Articles reference the right to
“freedom of opinion and expression”, and then describe the limited circumstances in which the right to
“freedom of expression” (i.e. not opinion) can be restricted. That is the approach taken by these
Principles.

¥ The narrowly defined circumstances should be taken from Article 19 of the International Covenant on
Civil and Political Rights (ICCPR), namely the actions necessary to preserve national security and
public order, protect public health or morals, or safeguard the rights or reputations of others. The
scope of permissible restrictions provided in Article 19(3) of the ICCPR is read within the context of
further interpretations issued by international human rights bodies, including the Human Rights
Committee and the Special Rapporteur on the promotion and protection of the right to freedom of
opinion and expression.

' See Annex A for an illustrative definition of Rule of Law.

I These Principles have been drafted with reference to the Johannesburg Principles on National
Security, Freedom of Expression and Access to Information. The Johannesburg Principles provide
further guidance on how and when restrictions to freedom of expression may be exercised.

Yl Participating companies will also need to address situations where governments may make
demands through proxies and other third parties.

X Taken from Article 12 of the Universal Declaration of Human Rights and Article 17 of the
International Covenant on Civil and Political Rights.

* “Operational control” means the power, directly or indirectly, to direct or cause the direction of the
management and policies of the entity. This may be by contract, ownership of voting stock or
representation on the Board of Directors or similar governing body.

¥ See Annex A for a definition of Best Efforts.

M It is recognized that the influence of the participating company will vary across different relationships
and contractual arrangements. It is also recognized that this principle applies to business partners,
suppliers, investments, distributors and other relevant related parties that are involved in the
participating company’s business in a manner that materially affects the company’s role in respecting
and protecting privacy and freedom of expression. The participating company should prioritize
circumstances where it has greatest influence and/or where the risk to freedom of expression and
privacy is at its greatest.

%1t is recognized that participants may take different positions on specific public policy proposals or
strategies, so long as they are consistent with these Principles.
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Implementation Guidelines for the Principles on Free Expression and Privacy

7. Purpose of this Document Glohal

8. Responsible Company Decision Making Network

9. Freedom of Expression Initiative

10. Privacy . ‘

11. Multi-Stakeholder Collaboration Protecting and Advancing
o Freedom of Expresssion and

12. Governance, Accountability & Transparency Privacy in Information and

Communications Technologies
Annex A: Definitions

1. Purpose of this Document

The Principles on Freedom of Expression and Privacy (the “Principles”) have been created to
provide direction and guidance to the Information and Communications Technology (“ICT")
industry and its stakeholders in protecting and advancing the enjoyment of these human rights
globally.

These Implementation Guidelines provide further details on how participating companies will put
the Principles into practice. The purpose of this document is to:

* Describe a set of actions which constitute compliance with the Principles.

* Provide companies with guidance on how to implement the Principles.

As described in the accompanying Governance, Accountability and Learning Framework, each
participating company will be assessed on their progress implementing the Principles after two

years and annually thereafter.

The effectiveness of these Implementation Guidelines will be reviewed and assessed as
experience in implementation of the Principles grows. The review process will include:

* Removing, revising or adding guidelines as appropriate.

* Considering the development of different versions of the Implementation Guidelines that may
be tailored to specific regions or sectors.

2. Responsible Company Decision Making

Board Review, Oversight and Leadership

The Boards of participating companies will incorporate the impact of company operations on
freedom of expression and privacy into the Board’s review of the business.

The Board will:

* Receive and evaluate regular reports from management on how the commitments laid
out in the Principles are being implemented.

* Review freedom of expression and privacy risk within the overall risk management review
process.
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* Participate in freedom of expression and privacy risk training as part of overall Board
education.

Application Guidance: “Board” could mean a Management Board or Executive Board if these
are more appropriate for the participating company’s structure.

Human Rights Impact Assessments
Participating companies will employ human rights impact assessments to identify circumstances
when freedom of expression and privacy may be jeopardized or advanced, and develop

appropriate risk mitigation strategies when:

* Reviewing and revising internal procedures for responding to government demands for
user data or content restrictions in existing markets

e Entering new markets, particularly those where freedom of expression and privacy are
not well protected.

* Reviewing the policies, procedures and activities of potential partners, investments,
suppliers and other relevant related parties for protecting freedom of expression and
privacy as part of its corporate due diligence process.

* Designing and introducing new technologies, products and services.

The human rights impact assessments will be undertaken to different levels of detail and scope
depending on the purpose of the impact assessment. However, participating companies should:

*  Prioritize the use of human rights impact assessments for markets, products,
technologies and services that present the greatest risk to freedom of expression and
privacy or where the potential to advance human rights is at its greatest.

* Update human rights impact assessments over time, such as when there are material
changes to laws, regulations, markets, products, technologies, or services.

e Draw upon resources from human rights groups, government bodies, international
organizations and materials developed as part of this multi-stakeholder process.

¢ Include a consideration of relevant local laws in each market and whether the domestic
legal systems conform to rule of law requirements.

* Utilize learning from real life cases and precedents.

* Focus on potential partners, investments, suppliers and other relevant related parties
that are involved in the participating company’s business in a manner that materially
affects the company’s role in respecting and protecting privacy and freedom of

expression.

* Incorporate the outputs of human rights impact assessments into other company
processes, such as corporate risk assessments and due diligence.

Partners, Suppliers and Distributors

Participating companies will follow these Principles and Implementation Guidelines in all
circumstances when they have operational control.

When the participating company does not have operational control it will use best efforts to

1634 | Street, NW, Suite 1100, Washington, DC 20006 = www.globalnetworkinitiative.org +1-202-407-8830 info@globalnetworkinitiative.org



ensure that business partners, investments, suppliers, distributors and other relevant related
parties follow the Principles.

Participating companies should focus their efforts on business partners, investments, suppliers,
distributors and other relevant related parties that are involved in the participating company’s
business in a manner that materially affects the company’s role in respecting and protecting
freedom of expression and privacy. The participating company should prioritize circumstances
where it has the greatest influence and/or where the risk to freedom of expression and privacy is
at its greatest.

Application Guidance: It is assumed that this approach will be taken in all relevant contracts
signed after committing to the Principles and to all relevant pre-existing contracts.

Application Guidance: “Operational control” means the power, directly or indirectly, to direct or
cause the direction of the management and policies of the entity. This may be by contract,
ownership of voting stock or representation on the Board of Directors or similar governing body.

Application Guidance: It is recognized that the influence of participating companies will vary
across different relationships and contractual arrangements. See the definition of “best efforts”
provided in Annex A.

Integration into Business Operations

Participating companies will develop appropriate internal structures and take steps throughout
their business operations to ensure that the commitments laid out in the Principles are
incorporated into company analysis, decision making and operations.

Over time this will include:
Structure

* The creation of a senior-directed human rights team, including the active participation of
senior management, to design, coordinate and lead the implementation of the Principles.

Application Guidance: This team may build on existing internal corporate structures,
such as corporate social responsibility, policy, privacy or business ethics teams.

* Ensuring that the procedures related to government demands implicating users’ freedom
of expression or privacy rights are overseen and signed-off by an appropriate and
sufficiently senior member of the company’s management and are appropriately
documented.

Procedures

* Establishing written procedures that ensure consistent implementation of policies that
protect freedom of expression and privacy and documenting compliance with these
policies. Documentation of policies and compliance should be sufficiently detailed as to
enable later internal and external review.

* Establishing a means of remediation when business practices that are inconsistent with
the Principles are identified, including meaningful steps to ensure that such
inconsistencies do not recur.

* Incorporating freedom of expression and privacy compliance into assurance processes to
ensure compliance with the procedures laid out in the Principles.
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* Maintaining a record of requests and demands for government restrictions to freedom of
expression and access to personal information.

Employees

¢ Communicating the Principles to all employees, such as through the company intranet,
and integrating the company’s commitment to the Principles through employee training or
orientation programs.

e Providing more detailed training for those corporate employees who are most likely to
face freedom of expression and privacy challenges, based on human rights impact
assessments. This may include staff in audit, compliance, legal, marketing, sales and
business development areas. Where appropriate and feasible, the orientation and
training programs should also be provided to employees of relevant related parties such
as partners, suppliers and distributors.

Complaints and Assistance

* Developing escalation procedures for employees seeking guidance in implementing the
Principles.

* Providing whistle-blowing mechanisms or other secure channels through which
employees and other stakeholders can confidentially or anonymously report violations of
the Principles without fear of associated punishment or retribution.

Note: For example, each company might appoint or designate an internal ombudsman or

auditor to monitor the company's business practices relating to freedom of expression
and privacy.

3. Freedom of Expression

Government Demands, Laws and Regulations

Participating companies will encourage governments to be specific, transparent and consistent in
the demands, laws and regulations (“government restrictions”) that are issued to restrict freedom
of expression online.

Participants will also encourage government demands that are consistent with international laws
and standards on freedom of expression. This includes engaging proactively with governments to
reach a shared understanding of how government restrictions can be applied in a manner
consistent with the Principles.

When required to restrict communications or remove content, participating companies will:

¢ Require that governments follow established domestic legal processes when they are
seeking to restrict freedom of expression.

* Interpret government restrictions and demands so as to minimize the negative effect on
freedom of expression.

* Interpret the governmental authority’s jurisdiction so as to minimize the negative effect on
to freedom of expression.

Application Guidance: It is recognized that the nature of jurisdiction on the internet is a
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highly complex question that will be subject to shifting legal definitions and interpretations
over time.

* Seek clarification or modification from authorized officials when government restrictions
appear overbroad, not required by domestic law or appear inconsistent with international
human rights laws and standards on freedom of expression.

Application Guidance: Overbroad could mean, for example, where more information is
restricted than would be reasonably expected based on the asserted purpose of the
request.

* Request clear written communications from the government that explain the legal basis
for government restrictions to freedom of expression, including the name of the
requesting government entity and the name, title and signature of the authorized official.

Application Guidance: Written demands are preferable, although it is recognized that
there are certain circumstances, such as where the law permits verbal demands and in
emergency situations, when communications will be oral rather than written.

* Adopt policies and procedures to address how the company will respond in instances
when governments fail to provide a written directive or adhere to domestic legal
procedure. These policies and procedures shall include a consideration of when to
challenge such government demands.

* Challenge the government in domestic courts or seek the assistance of relevant
government authorities, international human rights bodies or non-governmental
organizations when faced with a government restriction that appears inconsistent with
domestic law or procedures or international human rights laws and standards on freedom
of expression

Application Guidance: It is recognized that it is neither practical nor desirable for
participating companies to challenge in all cases. Rather, participating companies may
select cases based on a range of criteria such as the potential beneficial impact on
freedom of expression, the likelihood of success, the severity of the case, cost, the
representativeness of the case and whether the case is part of a larger trend.

Application Guidance: Policies and procedures adopted by participating companies will
address situations where governments may make demands through proxies and other
third parties to evade domestic legal procedures.

Communications With Users
Participating companies will seek to operate in a transparent manner when required by
government to remove content or otherwise limit access to information and ideas. To achieve

this, participating companies will, unless prohibited by law:

* Clearly disclose to users the generally applicable laws and policies which require the
participating company to remove or limit access to content or restrict communications.

* Disclose to users in a clear manner the company’s policies and procedures for
responding to government demands to remove or limit access to content or restrict
communications.

e Give clear, prominent and timely notice to users when access to specific content has
been removed or blocked by the participating company or when communications have
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been limited by the participating company due to government restrictions. Notice should
include the reason for the action and state on whose authority the action was taken.

4. Privacy

Data Collection

Participating companies will assess the human rights risks associated with the collection, storage,
and retention of personal information in the jurisdictions where they operate and develop
appropriate mitigation strategies to address these risks

Government Demands, Laws and Regulations

Participating companies will encourage governments to be specific, transparent and consistent in
the demands, laws and regulations (“government demands”) that are issued regarding privacy
online.

Participating companies will also encourage government demands that are consistent with
international laws and standards on privacy. This includes engaging proactively with governments
to reach a shared understanding of how government demands can be issued and implemented in
a manner consistent with the Principles.

Participating companies will adopt policies and procedures which set out how the company will
assess and respond to government demands for disclosure of personal information. When
required to provide personal information to governmental authorities, participating companies will:

* Narrowly interpret and implement government demands that compromise privacy.

* Seek clarification or modification from authorized officials when government demands
appear overbroad, unlawful, not required by applicable law or inconsistent with
international human rights laws and standards on privacy.

Application Guidance: Overbroad could mean, for example, where more personal
information is requested than would be reasonably expected based on the asserted
purpose of the request.

* Request clear communications, preferably in writing, that explains the legal basis for
government demands for personal information including the name of the requesting
government entity and the name, title and signature of the authorized official.

Application Guidance: Written demands are preferable, although it is recognized that
there are certain circumstances, such as where the law permits verbal demands and in
emergency situations, when communications will be oral rather than written.

¢ Require that governments follow established domestic legal processes when they are
seeking access to personal information.

* Adopt policies and procedures to address how the company will respond when
government demands do not include a written directive or fail to adhere to established
legal procedure. These policies and procedures shall include a consideration of when to
challenge such government demands.

* Narrowly interpret the governmental authority’s jurisdiction to access personal
information, such as limiting compliance to users within that Country.
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Application Guidance: It is recognized that the nature of jurisdiction on the internet is a
highly complex question that will be subject to shifting legal definitions and interpretations
over time.

* Challenge the government in domestic courts or seek the assistance of relevant
authorities, international human rights bodies or non-governmental organizations when
faced with a government demand that appears inconsistent with domestic law or
procedures or international human rights laws and standards on privacy.

Application Guidance: It is recognized that it is neither practical nor desirable for
participating companies to challenge in all cases. Rather, participating companies may
select cases based on a range of criteria such as the potential beneficial impact on
privacy, the likelihood of success, the severity of the case, cost, the representativeness of
the case and whether the case is part of a larger trend.

Application Guidance: Policies and procedures adopted by participating companies will
address situations where governments may make demands through proxies and other
third parties to evade domestic legal procedures.

Communications with Users

Participating companies will seek to operate in a transparent manner when required to provide
personal information to governments. To achieve this, participating companies will:

* Disclose to users in clear language what generally applicable government laws and
policies require the participating company to provide personal information to government
authorities, unless such disclosure is unlawful.

* Disclose to users in clear language what personal information the participating company
collects, and the participating company’s policies and procedures for responding to
government demands for personal information.

* Assess on an ongoing basis measures to support user transparency, in an effective
manner, regarding the company's data collection, storage, and retention practices.

Application Guidance: Participating companies will work with the Organization to raise
awareness among users regarding their choices for protecting the privacy of their

personal information and the importance of company data practices in making those
choices.

5. Multi-stakeholder Collaboration

Engagement in Public Policy

Participants will encourage governments and international institutions to adopt policies, practices
and actions that are consistent with and advance the Principles.

Individually or collectively participants will:

* Engage government officials to promote rule of law and the reform of laws, policies and
practices that infringe on freedom of expression and privacy.
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Application Guidance: Promoting rule of law reform could include rule of law training,
capacity building with law-related institutions, taking public policy positions or external
education.

* Engage in discussions with home governments to promote understanding of the
Principles and to support their implementation.

* Encourage direct government-to-government contacts to support such understanding and
implementation.

* Encourage governments, international organizations and entities to call attention to the
worst cases of infringement on the human rights of freedom of expression and privacy.

* Acknowledge and recognize the importance of initiatives that seek to identify, prevent
and limit access to illegal online activity such as child exploitation. The Principles and
Implementation Guidelines do not seek to alter participants’ involvement in such
initiatives.

Participants will refrain from entering into voluntary agreements that require the participants to
limit users’ freedom of expression or privacy in a manner inconsistent with the Principles.
Voluntary agreements entered into prior to committing to the Principles and which meet this
criterion should be revoked within three years of committing to the Principles.

Application Guidance: It is recognized that participants may take different positions on specific
public policy proposals or strategies, so long as they are consistent with these principles.

Internal Advisory Forum

A confidential multi-stakeholder Advisory Forum will provide guidance to participating companies
on emerging challenges and opportunities for the advancement of freedom of expression and
privacy.

External Multi-stakeholder Learning Forums

Participants will promote global dialogue and understanding of the Principles and share learning
about their implementation. Participants will engage with a broad range of interested companies,
industry associations, advocacy NGOs and other civil society organizations, universities,
governments and international institutions.

Participants will create a global learning, collaboration and communication program. This program
will identify stakeholders, topics and forums for learning, collaboration and communication
activities.

Application Guidance: This could include, for example, the Internet Governance Forum, the
International Telecommunications Union, the UN Global Compact and the UN Special
Representative of the Secretary General on human rights and transnational corporations and
other business enterprises.

Part of this learning program will be an annual Multi-stakeholder Learning Forum focusing on the
rights to freedom of expression and privacy, the specific scenarios in which these rights are
affected and other broader issues related to the implementation of the Principles.

Where participants have activities or operations in the same countries they will seek to

collaborate on the development of local dialogues on relevant prominent issues and emerging
concerns in those localities.
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Participants will develop and share innovative tools, resources, processes and information that
support the implementation of the Principles.

Included in the learning program will be a consideration of the role that tools such as encryption,
anonymizing technologies, security enhancements and proxy technologies can play in enabling
users to manage their media experiences and protect freedom of expression and privacy.

6. Governance, Accountability and Transparency

Governance

A multi-stakeholder representative Board will oversee this initiative, described in more detail in
the accompanying Governance, Accountability and Learning Framework document.

Reporting on Implementation

There will be three different levels of reporting on the progress being made to implement the
Principles, described in more detail in the accompanying Governance, Accountability and
Learning Framework document.

Independent Assessment

There will be a system of independent assessment of the implementation of the Principles,
described in more detail in the accompanying Governance, Accountability and Learning
Framework document.

Annex A: Definitions

Freedom of Expression: Freedom of expression is defined using Article 19 of the Universal
Declaration of Human Rights (UDHR) and Article 19 of the International Covenant on Civil and
Political Rights (ICCPR):

UDHR: Everyone has the right to freedom of opinion and expression; this right includes
freedom to hold opinions without interference and to seek, receive and impart information
and ideas through any media and regardless of frontiers.

ICCPR: 1. Everyone shall have the right to hold opinions without interference.
2. Everyone shall have the right to freedom of expression; this right shall include freedom
to seek, receive and impart information and ideas of all kinds, regardless of frontiers,
either orally, in writing or in print, in the form of art, or through any other media of his
choice.
3. The exercise of the rights provided for in paragraph 2 of this article carries with it
special duties and responsibilities. It may therefore be subject to certain restrictions, but
these shall only be such as are provided by law and are necessary:
(a) For respect of the rights or reputations of others;
(b) For the protection of national security or of public order (ordre public), or of
public health or morals.
Privacy: Privacy is defined using Article 12 of the Universal Declaration of Human Rights
(UDHR) and Article 17 of the International Covenant on Civil and Political Rights (ICCPR):

UDHR: No one shall be subjected to arbitrary interference with his privacy, family, home

or correspondence, nor to attacks upon his honour and reputation. Everyone has the right
to the protection of the law against such interference or attacks.
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ICCPR: 1. No one shall be subjected to arbitrary or unlawful interference with his privacy,
family, home or correspondence, nor to unlawful attacks on his honour and reputation.

2. Everyone has the right to the protection of the law against such interference or attacks.

Rule of Law: A system of transparent, predictable and accessible laws and independent legal
institutions and processes, which respect, protect, promote and fulfill human rights.

Personal Information: Participants are aware of the range of definitions for “personal
information” or “personally identifiable information” and acknowledge that these definitions vary
between jurisdictions. These Implementation Guidelines use the term “personal information” and
interpret this to mean information that can, alone or in aggregate, be used to identify or locate an
individual (such as name, email address or billing information) or information which can be
reasonably linked, directly or indirectly, with other information to identify or locate an individual.

User: Any individual using a publicly available electronic communications service, for private or
business purposes, with or without having subscribed to this service.

Best Efforts: The participating company will, in good faith, undertake reasonable steps to
achieve the best result in the circumstances and carry the process to its logical conclusion.
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Appendix B: GNI Participants and Observers Ngtf\lm?rk
Initiative

Part:c:pants Protecting and Advancing
Freedom of Expresssion and
The following organizations are participating in the Global Network Initiative. Privacy in Information and
Communications Technologies

* Annenberg School for Communication, University of Southern California

« Christine Bader, Kenan Institute for Ethics at Duke University

« Berkman Center for Internet & Society at Harvard University

* Boston Common Asset Management

¢ Calvert Group

¢ Center for Democracy & Technology

¢ Centre for Internet & Society

¢ Centro de Estudios en Libertad de Expresién

¢ Church of Sweden

¢ Committee to Protect Journalists

¢ Domini Social Investments LLC

* Electronic Frontier Foundation

« Evoca
¢ F&C Asset Management
¢ Folksam

* Google Inc.

* Human Rights First

* Human Rights in China

¢ Human Rights Watch

¢ Index on Censorship

* International Media Support (IMS)

¢ Internews

¢ Microsoft Corp.

*  Movements.org

¢ Rebecca MacKinnon, New America Foundation

* Research Center for Information Law, University of St. Gallen
e Trillium Asset Management

* University of California, Berkeley School of Information
*  Websense

¢ World Press Freedom Committee

¢ Yahoo! Inc.

Observers
The following companies currently have observer status with the Global Network
Initiative:

* Afilias
« Facebook

1634 | Street, NW, Suite 1100, Washington, DC 20006 ™ www.globalnetworkinitiative.org +1-202-407-8830 info@globalnetworkinitiative.org



